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Abstract
This work presents a clean slate, bottom up, cross-layer
approach to construct highly reliable and ultra-low power
low-rate multi-hop wireless sensor networks. Starting at the
physical layer, new hardware was designed to help meet industry specified requirements. At the MAC layer, a novel
protocol, inspired by numerous techniques reported in the
literature, was designed. Initial results demonstrate that the
protocol developed outperforms the state-of-the-art in terms
of reliability and scalability, and is highly competitive with
the lowest power solutions presented in the literature. A
unique system was developed based on a new weighted objective function with multiple fail safe mechanisms to ensure
extreme high reliability and robustness. Average reliability
for a deployment of 52 nodes has been empirically evaluated
resulting in over 99.9% packet reception reliability with a
radio duty cycle of 0.2%.

1

Project Background

This work is industrially co-funded by EI Electronics, Ireland, which mass produces wireless smoke and CO alarm
systems. Their current system provides adequate reliability
and battery lifetime, but it only offers event detection. The
protocol functions almost identically to BoX-MAC1 [7]. The
payload is repeated multiple times with no interleaved gaps
for acknowledgments. The network is flooded with broadcasts from nodes that detect abnormal levels of smoke and/or
CO. Neighbouring nodes that hear these broadcast Alarm
messages re-broadcast them, thus achieving network-wide
multi-hop coverage.

1.1

Problem Statement

A strategic objective of the company was to enable periodic reporting from each node in the network. It was required that each node should report periodic sensor readings
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including temperature, and smoke and CO levels (approx 10
minutely). The primary design challenge is thus, can a fully
functional multi-hop network capable of reporting periodic
sensor readings be developed with an average current draw
budget of 10-12µA?1 Another system requirement defined
by the company is a packet delivery reliability of no less than
99.5%. Therefore, the multi-objective design constraint is
captured: Can this average current be achieved while guaranteeing a reliability of greater than 99.5%?

1.2

Literature Review

The literature was surveyed to find a benchmark, state-ofthe-art reliability metric. The most common routing protocol
for WSNs is CTP [4], developed by Moss and Culler. The
authors provide a list of reliability results from experiments
carried out on various testbeds and hardware. For duty cycled deployments where receive checks were performed less
often than every 0.5s, the authors achieved reliability results
ranging between 90.5% and 98.3%. When using always-on
non-duty cycled sensor networks (100% CSMA MAC) running CTP, the authors report reliability results ranging between 99.9% and 94.7%. Taking these results as a benchmark of the reliability of such systems, it was evident that
implementing this technology would not achieve the desired
balance between reliability and low-power operation.
Section 4 revisits the related literature considering the
current state-of-the-art (i.e. developments since the beginning of this doctoral work, which began in 2010). Specific
consideration is given to recent developments such as ORW,
and other cross-layer approaches presented in the literature
including Dozer [1], Koala [8] and DISSense [2].

1.3

Thesis Statement

The scope of this work is broad, covering physical layer
design (using standard ICs on custom designed and manufactured PCBs), MAC protocol design, routing protocol design,
and application layer design. This work adopts a cleanslate, co-design approach to avoid any fundamental implications and limitations (e.g. concurrency models, dependencies, behaviors) associated with community developed and
open-source hardware and software systems. WSNs are considered to be notoriously lossy and unreliable. Based on
preliminary results, this work shows that the reliability of a
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Figure 1: (a) Hardware Platform (PIC MCU & SX1211 TRX). (b) Illustrates the send process with ACK & channel
hopping. (c) IX-MAC current versus packet inter-arrival rate w.r.t. current art. (TW (RCI)=0.5s)
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Figure 2: (a) and (b) captured using a DC power analyzer. In (a), (α) is oscillator startup; (β) is PLL lock phase; (γ) is
receiver on time; (δ) is radio shutdown. In (b), communication is shown between two nodes. Captured is the sender’s
current profile. (α) is the receive check; (β) is a low power delay of 350ms; (γ) is a CCA check; (δ) is RTS/CTS until
destination responds with optimised TX power; (ε) is payload transmission at full power, and (ζ) is receive payload
ACK. (c) is Reliability vs. Number of concurrent senders. 1pkt/s to a single duty cycled receiver. (TW =0.1s )
low-power multi-hop WSN can approach 100% using a very
small power budget (i.e. ≈10µA average current).
When adopting a clean-slate approach, a certain element
of overlap with existing techniques is unavoidable. However,
results obtained show this approach has allowed for some excellent performance results to be achieved, particularly with
respect to reliability.

2 Work Done
2.1 Hardware
I have designed, manufactured and tested a WSN hardware platform, pictured in Figure 1a. 100 nodes consisting of a PIC24F microcontroller interfaced with an SX1211
868MHz transceiver were produced. The PIC24F XLP family was chosen because of its excellent sleep mode current. The SX1211 transceiver was chosen because of its
low receive mode current of 3mA. The hardware is designed to physically integrate with existing product housing.
The communications protocols presented in the next sections
have been implemented on a 2.4GHz (CC2520 transceiver,
MSP430 microcontroller) platform to demonstrate utility beyond the project specific hardware.

2.2

Low Power IX-MAC Design & Results

I designed a novel MAC protocol that includes a number
of reliability and scalability enhancing features, in addition

to power saving techniques. At a glance this MAC is similar
to X-MAC, hence the name improved X-MAC, or IX-MAC.
A summary of the power saving techniques of the IX-MAC
protocol are as follows:
• Optimized Receive Check (Depicted in Fig 2a)
• Neighbor Schedule Learning (Depicted in Fig 2b)
• Dynamic TX Power
• Optimized ACK Timeouts
The reliability and scalability enhancing techniques can be
summarized:
• Efficient RTS/ CTS (Depicted in Fig 1b)
• Two Stage ACK (Depicted in Fig 1b)
• Reduced TX times (Depicted in Fig 2b)
• Optimized CSMA implementation (Depicted in Fig 2c)
• Optimized Timeouts
The performance of the MAC and physical layer combination was compared against a number of established protocols, mostly demonstrated on TelosB hardware.
Presented in Figure 2c are the results of the scalability/reliability testing. The reliability performance of various
protocols when multiple concurrent transmitting nodes are
contending for the medium is depicted. This work achieves

100% reliability for 11 concurrent senders when sending one
packet per second to a single duty-cycled receiver (sink),
with Receive Check Interval TW =100ms.
Presented in Figure 1c are the results of the power consumption testing. Included are results for this work, BoXMAC2, X-MAC, and Contiki-MAC, and simulation-only results from Wise-MAC. Real traces of the power consumption
of one node forwarding upstream packets to a duty-cycled
neighbor are shown.
Significant effort was invested in optimizing the performance of the MAC protocol. Multiple timing parameters
were swept to find the values which give the best performance trade-off in terms of reliability and power consumption.

2.3

Routing Protocol Design & Results

I designed an ultra-reliable and low-network overhead
routing protocol, and tested it. Building on the IX-MAC
protocol, it includes features to enable ultra low-power, reliable networking. Prominent features are: 1. Storing Multiple Routing Options, 2. Loop-back avoidance, 3. Novel
Weighted Parent Selection Process, 4. Load Balancing, 5.
Efficient usage of Beacons, 6. Message Piggybacking, 7.
Energy Aware Routing.
A total of 52 nodes were deployed in an old building
spanning 3 storeys. The dimensions of the building are
(L:60m,W:70m,H:20m), thus larger in coverage area than
testbeds such as Indriya [3] and Twist [5]. The metrics under
test were reliability, radio duty-cycle and end-end latency.
Results were compared against experiments conducted on
other testbed deployments for protocols including ORW [6]
and CTP. Two slightly different versions of the protocol were
also tested and compared. Version A optimizes for reliability and low-power operation, whereas Version B optimizes
for reduced latency network paths. This is achieved by using
different parent selection parameters. Both versions of the
protocol were tuned and perfected after significant periods
of ‘trial and error’ testing. Version A achieves an average
reliability of 99.983% and 0.207% radio duty-cycle, and B
achieves 99.58% at 0.25% duty-cycle. CTP achieves 2.2%
duty-cycle and ORW 0.8% sending packets at the same rate.
The improvements are evidently noteworthy.

3

Novelty & Contribution

The novelty of the work lies in the integration of multiple power saving and reliability improving techniques into
one overall cross-layer solution. The results of the MAC
layer testing and the results for the deployment (which
tests the overall performance of the system) show significant improvements compared to the state-of-the-art). With
the exception of Wise-MAC at low packet forward rates
(<1pkt/100s), this work outperforms all evaluated protocols
in terms of power consumption. It also outperforms the stateof-the-art in terms of scalability and reliability (See Figure
2c). In terms of radio duty-cycle this work achieves 0.207%
sending packets every 4 minutes and with TW =1s.
This work allows WSNs to provide long maintenance free
operation and more frequent, reliable sensor readings from
each networked device.

4

Proposed Final Steps

Even though this work shows improvements over CTP
and ORW in terms of the metrics of interest, it is planned
that results from other SoA systems such as Dozer, Koala
and DISSense can be compared against this body of work
to fully verify the contribution and improvements. It would
also be of interest to compare my parent selection process to
that used in IETF RPL.
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